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About Nofima

Nofima is a private, non-profit research institute owned by the
Norwegian government with head office in Tromsg and over 390
employees in six different locations around Norway.

Nofima was founded in 2008 when four former public

food research institutes merged.:

o Norconserv — canned and preserved foods, Stavanger
o Matforsk — food from agriculture, As

o Akvaforsk — aquaculture related research, Sunndalsgra
o Fiskeriforskning — seafood and processing, Tromsg@

Main areas of work:
o Aquaculture and fisheries — raw materials
o Food from agriculture and aquaculture — processes and products
o Consumer and market research, which includes:
— Consumer research, buying behaviour, food and context
— Innovation and product development
— Traceability, sustainability, environmental accounting

Turnover in 2020 was around 65 Million Euros
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This presentation

Defining food fraud

Two different approaches to food authenticity
Input-output analysis, mass-balance accounting
Components of a traceability system

Use of blockchain technology
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Food safety, food authenticity, and food fraud

Food
\ Fraud

Deliberate

Food Authenticity
violation

(inauthentic /

misdescribed food)

Food Safety
violation

Accidental
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Food fraud Is not a branch of food safety

Food safety problems always have a biochemical component
that, at least potentially, can be detected by analytical methods
and instruments; food fraud cannot necessarily be detected
analytically

Food safety violations are almost always unintentional; food
fraud Is always intentional

If someone detects a food safety issue, the food producer will
normally cooperate; if a (potential) food fraud issue Is detected,
the (quilty) food producer will normally not cooperate

The victim of food safety incidents is the consumer; the main
victim of food fraud incidents is the legitimate producer
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Food safety, food authenticity, and food fraud

- Food
| Deliberate . Fraud
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Detectable by analytical methods =Not detectable by analytical methods
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Analytically verifiable properties
Species, Geographical origin
—armed or wild (for salmon, typically)
~resh or frozen, then thawed

Presence of bioactive compounds, pathogens
Presence of undeclared / unwanted additives

Examples

Dioxin in Belgian chicken feed
Cadmium in salmon feed

Sudan Red

Nitrite in smoked salmon

Wrong species declaration for sushi fish
Horsemeat sold as - / mixed with beef
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Properties not (or only partly) verifiable by
analytical methods

* Volume, Weight, Amount, Value

« Batch /lot number, Owner

* Origin, country of origin

* Eco-label, other value adding labels

* QOrganic production (also has some analytical
components)

« Halal, Kosher (also has some analytical
components)

* Most properties relating to sustainability or ethics
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Defining Food Fraud

CEN
CWA 17369

WORKSHOP

January 2019

AGREEMENT

ICS 01.040.85; 01.040.57; 65.120; £7.020

English version

Authenticity and fraud in the feed and food chain -
Concepts, terms, and definitions

This CEN Wi
constitutio

kshop Agreement has been drafted and approved by a Workshop of representatives of interested parties, the
o€ which |s indicated in the foreword of this Workshop Agreement.

The farmal process fallawed by the Warkshop in the development of this Workshop Agreement has been endorsed by the
Natlonal Members of CEN but neither the National Members of CEN nor the CEN-CENELEC Management Centre can be held
accountable for the techalcl cantent af this CEN Workshop Agreement or passible conflicts with standards or legislation.

This CEN Workshop Agreement can in na way be heid as being an afficial standard developed by CEN and its Members,

This CEN Workshop Agreement |s publicly avallable as a reference document from the CEN Members National Standard Bedles.

whers aTe the national standards bodies of Austria, Belghem, Bulgaria, Croatla, Cyprus, Cech Republic, d,
T Yuguslay Re €, Germany, Greese, Hunga , Ireland, |aly, Latvia, ia, arg, Malca,
Netherlands, Norway, Fol Serbia, Skevakia, Soven . Swedsn, Switserland, Tarkey and United Kingdoms.
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FOR NORMUNG

CEN-CENELEC Mamagement Centre: Rue dela Science 23, B-1040 Brussels

@209 CEN Al rights of explaitation in amy farm and by any means reserved worldwide for CEN natianal Members.,

Ref. No:CWA 1736592019 E

Dokumentet er levert av Standard Norge til Petter Olsen, Nofima 2019-02-25

CWA 17369:2019

Authenticity and
fraud In the feed and
food chain —
concepts, terms,
and definitions
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A hierarchy of food fraud terms

Process — Product

_—

[Characteristic — Claim ]
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(food product) claim
A statement where a product is said or implied to have a certain
characteristic

Note 1 to entry: The claim can be explicit, e.g. on the label or in the
accompanying documentation

Note 2 to entry: The claim can be implicit, in that if the food product had
the characteristic in question, it should have been stated explicitly, or it
should not have been put on the market at all. Examples of implicit
claims assumed to be true for food products include:

- T
- T
- T
- T

ne product is safe
ne ingredient list iIs complete
ne product does not contain undeclared allergens

ne food product is produced according to applicable rules and

regulations
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A hierarchy of food fraud terms

Authentic Process — Product
Authenticity Characteristic — Claim ]
Authentication
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Authentic

Match between the food product characteristics and the
corresponding food product claims

Note 1 to entry: This is a state of being for a food product; either it
IS authentic, or there is a mismatch between some characteristics
and the corresponding claims, and the product is not authentic

Authenticity
State of being authentic

Authentication
Process of verifying the authenticity of the food product
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A hierarchy of food fraud terms

Authentic Process — Product
Authenticity Characteristic — Claim ]
Authentication
Authentication based Authentication Misdescription

on analysis of product based on analysis /\
characteristics of recorded data
Food  Accidental
fraud misdescription
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Misdescription
Mismatch between the actual food product characteristic and the
corresponding food product claim

Note 1 to entry: Food product misdescription can be deliberate or accidental
Note 2 to entry: Misdescription on the label of a food product is often referred
to as mislabelling, but the term mislabelling is also used to refer to when the
label is not in accordance with relevant requirements or regulations.

Accidental misdescription
Unintentionally causing a mismatch between food product claims
and food product characteristics

Food fraud
Intentionally causing a mismatch between food product claims and
food product characteristics
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The whole hierarchy of terms in the CWA

Authentic Process — Product

| /\

Authenticity Characteristic =—> Claim

\
AuthenM\
\/

Authentication based  Authentication Misdescription
on analysis of product based on analysis
characteristics of recorded data /\
Food fraud Accidental
Nisdescription
4
Implicit claim Record Product
violation tampering tampering
e /\A
Unapproved or Removal Adulteration

undeclared process ‘/\

Dilution Addition Substitution
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A food product is authentic when there is a match between the food
product characteristics and the corresponding food product claims

Authentication methods for food products

For claims/characteristics that have a biochemical component:

 DNA-based analyses, Stable isotope and trace element
analyses, Liquid chromatography (LC), Gas chromatography
(GC), Nuclear magnetic resonance (NMR) spectroscopy,
Vibrational spectroscopy, Mass spectrometry, Microscopy,
General food chemistry analysis, Sensory analysis, ...

For claims/characteristics without a biochemical component:
* |nput-Output analysis
 Mass-balance accounting
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Input-Output analysis
For companies, sectors or regions:. Compare outputs from previous link in the
supply chain with inputs to next link in the chain; identify discrepancies.

Where does
the fish
come from?

Reported amount fish / product used or sold

1000 tons Processed Norway

Finnmark
Troms
Nordland
Andre

Sum

20131
20028
26520
15257

81937

11324
10014
14144

8367

43849

EU

18244
17167
25636
14273

75320

Russia
10695
12160
12376

8859

44090

Other
7549
10014
9724
4430

31717
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Reported amount fish / product landet into region:

Finn- Nord-
1000 tons Landed mark  Troms land Other Su
Finnmark 61254 1439 0 217
Troms 70853 163 513 0
Nordland 88188 0 128
Andre 49005 0 0 212
Sum 269300 163 1567 725 302 272057

S_ignificant
w01 \Where discrepancy!
" does it go?

276913
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Input-Output analysis for wine exported
from France to China

63 MY Bordeauy

Top FR markets !

234 MI
16 M

2197 MI
I8Ml

1162 Ml
20M1

FRANCE —
IMPORT Production: EXPORT — : : IMPORT CHINA
[|m+ m} 3700 MI (Intra & extra) ' ' . Total wine Production:
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250 Ml with POO ER: 116 MI ! : ‘r:g:;nm:;‘g: Consumption:
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FR: 57 MI
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FR: 15 MI - ' Legal 8.6 mi of French orign” _
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o |
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Australia !

m —
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Mass-balance accounting

For processes: Using our knowledge of the raw material and the
process type to establish typical or optimum conversion / yield
factors, and then comparing process input with process output.

Process

Batch 112
Batch 112
Batch 112
Batch 112
Batch 112
Batch 112
Batch 112
Batch 112

. R Amount of fillet
Raw material used to Significant
produce Batch 112: digcrepancw mM‘ Eaa '
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Keeping track of transformations

Transformation

Transformation

Trade Unit 15510

/

Trade Unit 16515

D

Trade Unit 16518

Trade Unit 18771

A

Trade Unit 18851

~

Trade Unit 19001

Trade Unit 19432

Trade Unit 19768

Received

%

Transformation

4 )
Raw material
batch 151

L J
4 )
Raw material

batch 156
J

A

( )
Ingredient
batch 838

o J
( )
Ingredient
batch 915

- J

Pro
duct
Ion

Production
batch 211

Trade Unit 21551

Trade Unit 22199

Trade Unit 22651

Trade Unit 23174

Production
batch 212

Trade Unit 25009

Trade Unit 27654

Trade Unit 28866

Trade Unit 29702
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Components of a traceability system

Identification
of TRUs
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Complicated supply chains with transformations

<111\50% 100% <211 ,100% 50% <311 . 80% 100% <411>

4 f’o
1200kg 960kg

_ /
1200kg 2% 600kg

AW N o
2 . 333
27% =— —
1100kg 1080kg
SUPRN P>
192 100% 100% __m 70% 100% < & ,/ 80% 67% __%__/
1600kg 1600kg 1120kg 1328kg
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Components of a traceability system

Implementation options

Identifier code type
and structure

Identification Identifier uniqueness
of TRUs and granularity

Association of
Implementation options identifier to TRU

Recording of
transformations
(direct or indirect)

Recording of weights Documentation of Attributes
or percentages transformations of the TRUs

Transformation
metadata (time stamp,
location, owner, etc.)
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Example Attributes In a captured fish supply chain

Species Common Name  Onboard storage method
« Species Scientific Name *  Producer Information
 Location/Catch Area Common Name *  Production location
 Location/Catch Area FAO Map Number « Business name/ID

* Location/Catch Area Latitude « Date of Production

» Location/Catch Area Longitude « Date of durability
 Landing location « Date of shipment
 Landing location  Type of product
 Receilving station name/ID * Preservation/processing method
« Date of Catch/Date of Sailing e Storage

« Date of landing « Storage method
 Vessel Type « Unit Weight
 Vessel Name  Packaging
 Vessel Unique ID/Call Sign « Method of packaging
 Vessel Flag State « Labelling scheme

« Gear Type  Eco-label scheme

* Fishing Method .

FoodIntegrity project — Deliverable 6.1 Seafood Claims Ontology
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Components of a traceability system

Implementation options

Recording of
transformations
(direct or indirect)

Implementation options

Identifier code type
and structure

Identification Identifier uniqueness

of TRUs

and granularity

Recording of weights
or percentages

Documentation of
transformations

Transformation
metadata (time stamp,
location, owner, etc.)

Association of
identifier to TRU

Implementation options

Various TRU attributes
carried by the
traceability system

Attributes
of the TRUs

Depends on identification of TRUs
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Blockchain news articles ...
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What is blockchain?

The blockchain is an incorruptible
digital ledger of (economic)

transactions that can be programmed
to record not just financial transactions,
but virtually everything (of value)

Don & Alex Tapscott, Blockchain Revolution (2016)

Sample transaction: From account: 1234, To account: 5678, Amount: 1 BTC
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What does this mean?
* Ablock is a set of transactions; normally all
transactions reported the last 10 minutes

 The blockchain is a database of blocks

* The users add new blocks to the database every 10
minutes; the database Is always growing

* There are thousands of (normally identical) copies of
the database, all over the world

* Designed to prevent double spending of digital
currency
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Blockchain

Database content
and structure

Implementation

4[

Records
transactions

J

_,[

Chronological

]

_,[

Add-only

]

4[

Immutability based
on encryption

J
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architecture

4'[ Online ]
4'[ Decentralized ]

Access and

security

Encrypted digital

signatures for user
identification

Distributed,
multiple copies

Public blockchain

1 Federated blockchain

Synchronization
needed

Private blockchain
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Verifying recorded data means...

1. Verifying the integrity of the TRU identifier, I.e. that the
identifier has not been changed, tampered with, or re-
used beyond the intended scope

2. Verifying that the stated transformations are correct, I.e.

t
t

nat the stated input TRUs were used only to produce
ne stated output TRUs, and that the stated output

"RUs came only from the stated input TRUs

3. Verifying that the stated attributes are correct, I.e. that

t
t

he attribute recorded In the traceabllity system matches
he actual attribute of the TRU
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1) Verifying the integrity of the identifier

In general, this cannot be done within the traceabillity
system; the product and label may look exactly as it
should, but how do we know that it actually is the TRU that
we assigned this identifier to? If the TRU identifier Is
supposed to be unique, we might be able to identify that a
single TRU appears in more than one place at a time.

There are of course various physical (as opposed to
virtual) technologies that can make copying of identifiers
and labels more difficult; these will not be covered here.
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2) Verifying the transformatlons

T N\50% 100% / \1009/ 50% ./ ; . .80% 100% /
4 \

This Is an area where blockchain '\;:;;o%

\

can really help with verification, as . = w0 . o .
every transaction (which in a food =~ == = & = o s
traceabllity system means @2 3@+ @@ v
‘transformation’) is recorded, not =TT
just the final value. (s (288 (388 T 488

If all the previous transformations are recorded using blockchain
technology, new transformations will be added without overwriting
the previous ones, and all transformations will be available.

In a traditional traceability system, normally only the inputs and
outputs at a given process are recorded, which means that there Is
no automatic access to the chain of transformations.
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3) Veritying the attribute values

« Blockchain suffers from the ‘garbage in, garbage out’ problem, same
as in a traditional traceability system.
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Blockchain and supply chain
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3) Veritying the attribute values

« Blockchain suffers from the ‘garbage in, garbage out’ problem, same
as in a traditional traceability system.

* The access to all previous transformations in the chain means that we
already know some of the attribute values; they are ‘inherited’ from
previous TRUSs (species, origin, etc.).

* As the identity of who made the transaction is recorded, it is less
tempting to deliberately falsify data. In a traditional database system,
It might be more difficult to find out who recorded erroneous data.

 The access to the entire history of recordings in the whole supply
chain will make it easier to use other data recording based methods
for checking authenticity, like input-output analysis and mass-balance
accounting.
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Desired quality of the system | Does blockchain offer an advantage?

Data quality and veracity

Trust and transparency

Data confidentiality, ability to

provide tiered data access

Performance and efficiency

Robustness, fault tolerance

Interoperability
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Can blockchain prevent food fraud?

* Blockchain depends on TRU identification, and
TRUs can be wrongly identified, or the TRU ID
reported is not the actual ID of the TRU In question

* Transformations happen in the physical world, and
the information provided about the transformation,
the TRUs involved, or the amounts might be wrong

 TRU attributes are determined in the physical world,
and the TRU attribute recorded In the blockchain
might not match the actual TRU attribute
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However...

Data on transformations will have to refer to TRUs already
In the blockchain

It will forever be clear who recorded claims relating to
transformations or TRU attributes

Some TRU attributes will be inherited from the
predecessors in the supply chain (e.g. species)

The recordings In the blockchain will make it easier to do
Input-output analysis
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Can blockchain improve the traceability system?

Implementation options

Identifier code type
and structure

N O Identification Identifier uniqueness
of TRUs and granularity

Association of
Implementation options identifier to TRU

Recording of
transformations

(direct or indirect) Implementation options
Recording of weights Documentation of Attributes Var'i::r?:dubit:::“tes
or percentages transformations of the TRUs Sraceabilityisystem
Transformation
. | Yes,
metadata (time stamp, !
location, owner, etc.) b Ut .
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Summary

* Blockchain is an exciting technology that has the
potential to underlie a major technological paradigm shift

* Solution providers are currently overselling the benefits
of systems based on blockchain technology

» Confidentiality and speed can be a challenge for
traceability systems based on blockchain technology,
but otherwise the technology Is well suited for the
purpose, and interoperabllity will be simpler

* For traceabillity in the supply chain, blockchain can
remedy some potential problems because while claims
that are recorded Iin the blockchain might still be wrong,
It will be quite clear who made these claims, and we will
know that these claims have not been tampered with
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For more detalls...

J Nofima

Nofima Report 4/2019
Applications, limitations, costs, and benefits related to

he use of blockchain technology in the food industry

Petter Olsen, Melania Borit & Shaheen Syed

Applications,
limitations, costs, and
benefits related to the

use of blockchain
technology in the food
iIndustry
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Thanks for your attention

Petter Olsen
petter.olsen@nofima.no

www.nofima.no

The research leading to these results has received funding from the
European Union's Framework Programmes under grant agreement n° 613688 FoodIntegrity
(FP7), n° 696371 Authent-Net (H2020), and n° 727864 EU-China-Safe (H2020).
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